UnityPoint Health PARTNER OF
Meriter UWHealth

Processes and Requirements for Accessing Epic for
UW School of Medicine & Public Health Research and Quality Projects

General Information

e EpicCare Link is provisioned to UW School of Medicine & Public Health (SMPH)
students and staff for research and quality improvement purposes only.

e Epic Hyperspace may only be granted to the following individuals:

o Providers on Meriter’s Medical Staff.

o Medical students on rotation at Meriter.

o Clinical research coordinators assisting with clinical trials.

e HIPAA’s minimum necessary standard applies to research and quality improvement. This
means you may only access the information related to the purpose of your project.

e Meriter uses the same Epic platform as the rest of UnityPoint Health (in lowa and
[llinois). You may not access patients from these other areas.

e Meriter also provides care to non-SMPH patients. You may not access the medical
records of patients who do not have a treatment relationship with a SMPH provider
except for the following reasons:

o You are working on an IRB approved research study where you obtained the
patient’s authorization, or you were granted a Waiver of HIPAA Authorization.

o You are collaborating with Meriter on a quality improvement project for the OB
and/or NICU departments. See the Quality Improvement Projects section for more
information.

e You may not access the record of any patient unrelated to your project. This includes, but
is not limited to your:

o Self

Family

Child

Coworker

Friend

o Neighbor

e Meriter EpicCare Link activity will be audited. Inappropriate accesses will result in your
access being revoked which may impact your ability to complete your project.

e Meriter EpicCare Link access will not be available to users whose formal affiliation with
SMPH has terminated (i.e. students have graduated, or employees have terminated).

o0 O O O

Requesting EpicCare Link Access

e SMPH’s Site Administrators for EpicCare Link are Ryan Moze (ryan.moze@wisc.edu)

and Jack Talaska (jack.talaska@wisc.edu).
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e SMPH staff and students requesting EpicCare Link must complete the UW School of
Medicine & Public Health Request for EpicCare Link Access form at least 1 month prior
to the day they need access.

o Contact one of the Site Administrators above to receive a copy of the form.

Complete the form to the best of your ability.

Obtain signature from Department Approver.

Return completed and approved form to Site Administrator for signature.

Once approved, Meriter will send the Information Security Agreement (ISA) to

the requestor via email.

o Once the requestor signs the ISA, they will receive an email with their
access/login information.

e SMPH staff and students are required to complete the UW School of Medicine & Public
Health Request for EpicCare Link Access form every time they are assigned a new
project regardless of whether they currently have access.

e Please contact Ann Wieben at AWieben@uwhealth.org for assistance if you have
difficulty navigating or finding specific information in EpicCare Link.

o O O O

Research Projects

e When requesting protected health information (PHI) from a Meriter department, please
supply your IRB approval letter for them to review. Only request the information listed in
your study application.

e Disclosures from Meriter to SMPH for research purposes are required to be listed on an
accounting of disclosures. SMPH users are responsible for tracking their accesses (access
into patient records via Epic or review of PHI in a report from Meriter).

o If you have Epic Hyperspace, please use the Quick Disclosure function to track
your disclosures. See Quick Disclosure Tip Sheet for more information.

o Ifyou have EpicCare Link, please use UW’s Accounting for Disclosures Log —
Research found on the Office of Compliance page.

o Please reach out to SMPH’s HIPAA Privacy Officer for more information on
what research studies/activities require an accounting.

Quality Improvement Projects

o HIPAA permits Meriter to disclose PHI for health care operations without an
authorization in the following situations:
o To another Covered Entity that participates with Meriter in an Organized Health
Care Arrangement (OHCA) for any joint health care operations of the OHCA.

o To another Covered Entity for their health care operations, if:

= Each entity either has or had a relationship with the individual who is the
subject of the PHI being requested;

= The PHI pertains to the relationship; and
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= The disclosure is for a subset of health care operation activities, fraud and
abuse detection, or compliance.

Quality Improvement is considered a health care operation activity under the two
situations above.
Meriter and SMPH have an OHCA for joint OB and NICU services.
OB/NICU Project Leaders Only — If you plan to access or request the PHI of patients
who do not have a treatment relationship with SMPH, the project must be considered a
joint health care operation of the OHCA. For a project to be considered a joint health care
operation, you must collaborate and share your findings with Meriter leaders. Please
contact Carla Griffin, Executive Director Pregnancy and Newborn Care Services, at
Carla.Griffin@unitypoint.org and Sara Zerbel, Director of Performance Improvement, at
Sara.Zerbel@unitypoint.org for more information.
All Other Project Leaders — Meriter and SMPH do not have an OHCA for other service
areas. You may only access or request the PHI of patients that have or have had a
treatment relationship with SMPH.
Please be clear when requesting PHI from a Meriter department whether your project is
for joint health care operations of the OHCA.

Key Contacts for Questions or Concerns

Sarah Cable Ryan Moze Jack Talaska

Privacy Officer HIPAA Privacy Coordinator HIPAA Privacy Officer

UnityPoint Health — Meriter SMPH SMPH

608-417-5834 608-263-0196 608-265-4077

Sarah.Cable@unitypoint.org ryan.moze@wisc.edu jack.talaska@wisc.edu
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Release or guick Disclosure

Quick Release: This is what you will use when you want to document the release
and at the same time you can print the information.

Quick Disclosure: If you have already printed the document and you want to
document this, you will use quick disclosure.

Patient Disclosure Report: This is areport which can be ran to see the quick
releases & disclosures. It will also allow a user to edit both above.

QUICK REBIBASE ...ttt e et e e et e e et e e et e e e et e e et e e et e e eta e e et e e eat e e et aeeaens 2
CliNICAl USEI WOTKFIOW: ...ttt e et e e e e et e e et e e e e e e et e e e e eenans 2
CleriCal USEr WOTKFIOW: ... ..ot e e e e e e et e e e e et e e e e e et e e e e aan e e e eesnnaeeeennnns 2
Workflow for Documenting the QUICK REIEASE ..........cciiiiiii e 2

(@ T8 [T od 2 B TES o [0 1T U = 4

Tracking Patient INTOrMation ... e e e e e e e e e e e et e e et eeaans 5
Clinical Staff Tracking Of PrHNTOUIS/FAXES.........cuuuuiiiiii ettt eeeeeeaen 5
Clerical Staff Tracking using Patient DIiSCIOSUIE REPOI ..........iiiiiiiiii e 5
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Quick Release

Clinical user workflow:
1. To document a Quick Release an encounter must be open. If you are not currently in an encounter,
then create a Documentation encounter and use Record Request as the reason for documentation.
2. Inthe search field type, “Quick Release”.
3. Click Quick Release.
Continue with step 4 below

Clerical user workflow:
1. To complete and document a Quick Release open the chart.
2. Click the down arrow to the right of the activity tabs.
3. Hover over HIM & click Quick Release.
- This Visit = =  MNotes

T —b Additional Tools 4

P RPN L SN N

sinitis
Goals

nlacr nf nnnar laho of |

B HM @ »| @ Chart Central

History List Disclosures
Joint Exam Quick Disclosure
S MAR Quick Release

Workflow for Documenting the Quick Release
4. Recipient: Document whom the
records were requested by (i.e. Disclosure
Patient, Provider, etc.). Recipient @

a. For Third Party, you can
click Default to autofill the

B

Third party Patient Relation Provider

QUICK DISCLOSURE (! Default
REQUEST_ER option and Address: None
add a Recipient name. @
b. Or search & select Purpose N
Requester not in system. (1]
c. If you cannot find a
prov|der’ users are able I:l Authorization received @
to use Provider Not in Released by: PSR, AMB

System and hover over

the address & click the #
to add details. Released on: 4H12/2022
5. Purpose: Document the purpose or
reason the records were released.
6. Place a checkmark next to
authorization was received to document if needed.
7. Comment: Click Add Comment to add details. (i.e. Patient called and wanted a copy of their lab.)

Requested on: 4M12/2022

&= Add Comment '@'

GEEEEE (6 view the Requesting a New ROI Requester using Epic In Basket tipsheet is
available
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8. Using the Chart Review like tabs along the top of the left side of the workspace to select the various types of
documents needed to be released by checking the box(s) next to the date. Below are a few examples of
document types available for faxing/emailing:

a. Notes

b. Labs

c. Imaging
9. If you want to preview a document, ensure the Preview checkbox is selected to view the report below.
10. The Selected Records will populate along the lower right hand side.

Quick Release @
I Encounters | «/Notes + Labs Imaging ProceduresiStudies CV/ECG OtherOrders Meds Episodes Letters o Referrals  Media l #- | Disclosure ~
] Ereview ~ | & Select Al = Deselecl All | | Load Remanning Recipient
Third party Relation ~ Provider & Me
Fith Exciude || []Me [ Internal Medicine [] Quincy Medical Grou.. Hide Deleted | (] Frov Notes [JH/P []DIC Summ [ Consufis [] Op Notes []Proc More ~ & Clgar Filters
. AMB. Michelle "Sam”
Date of Service Encounter Date Type Author Author Specialty Service Encounter Dept 1 Address 123 wianut street
HUXLEY 1A 50124
Redent Notes A Email: michelle wacha@unitypoint.org
05/02/2022 22T PM 05/02/2022 Telephone Encounter  V¥acha, Michelle H & GCA G CCM Purpase
Personal Use
05/02/2022 204 PM  05/02/2022 Progress Notes Wacha, Michelle H B MLA DARL
[ Authorization received
Released by: AMB, PHYSICIAN
07/28/2021 1154 AM ~ 07/28/2021 Telephone Encounter  Schauer, Ann M, RN - (% UPNT Requested on- 52572022
Released on: 5/25/2022
[} 05/17/2021 1050 AM ~ 05/17/2021 Telephone Encounter  Testdusenberry, Mich.. Family Medicine (% NCMDF + Add Comment
O 05/17/2021 1042 AM  05/17/2021 Telephone Encounter  Testdusenberry, Mich._. Family Medicine % NCMDF
[} 05/17/2021 1042 AM ~ 05/17/2021 Telephone Encounter  Testdusenberry, Mich.. Family Medicine (% NCMDF pelecadinecor®
§ Patient Reports @ E
] 05/10/202110:-16 AM  05/10/2021 Telephone Encounter  Schauer, Ann M, RN - % UPNT + Add Report
, 0 1211112020 145PM 1211112020 @ Progress Notes Testdusenberry, Mich._. Family Medicine & DBUCE « B Notes (1) Remove All PN
M A Amann nan aan anisnmann A i e . AP 05/02/2022 1427 - Telephone Encounter
< > Michelle H Wacha (Signed)
— 2
clhen [ER=R- R 2l Labs (1) Remove Al A
GCA GUTHRIE CARE MGT AME, Michelle A 0500212022 - Protime-Inr (Final result)
T10 N 12TH ST MRN: 90007451, DOB: 11/11/2000, Sex: F Not In System Provider
GUTHRIE CENTER 1A 50115-1544 Visit date: 5/2/2022
3 Referrals (2) Remove All A
0510212022 - Pending Review
From Physician Amb to Cardiac Rehabilitation
0510212022 - Pending Review
From Physician Amb
A CLINICS
m————b /DELIVER X CANCEL

11. When you are finished click Deliver.
12. The Delivery window will open to make the selection.
13. Depending on the situation users have 3 options:
A. Print.
B. Save to File. [l Labs (2) Remove All
i. The system defaulted to a o .
Password to none and now
has defaulted to System H 0
and can be Changed to @ Pﬁn Save to File © F?x
None.
ii. None allows the file to saved # No Output Needed
and shared without a need
for a password. v  DELIVER X CANCEL
iii. Custom and System both
provide password protection, however you will need to be sure to share that password with the
Recipient for them to be able to open the file.

»

Delivery

i. The Fax number that is assigned to the Provider/Third party will autofill into the Fax Number
field.
ii. If this doesn’t autofill, you are able to manually enter the fax number.
14. The records will print or be faxed directly out of Epic and the ROI has been recorded in Epic
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or Quick Disclosure

Quick Disclosure

Open the patient’s chart
1. Search for Quick Disclosure.

43 : My Open Charts =433 ~ = X
inical Apps ~ @Bl Launchpad o Tip Sheets + [»LogOut ~

ptes =436 ~ - g X

unchpad o Tip Sheets + E»LogOut ~

TST ENVIRONMENT (HIA] NURSEL  Epicciiy QU

TSN auicK
Q Search the Chart
quick

Rel ™§ Jump to
{ Quick Disclosure
Quick Release

2. Indicate the Recipient of whom the information was Released to, and if necessary, fill in the Name and
Addressfields.

a. Requestor not listed: If you can’t find the requester you can use “Requester not in system”.

3. Inthe Purpose field, select the reason for the release.

4. Inthe Info released field, select the type of information that was released.

5. Indicate whether Authorization received (for example, verbal consent from the patient).

6. If necessary, click Add Comment to provide further explanation.

7. Click ¥ Accept.

Quick Disclosure X |
| Recipient @
Recipient @ & | Third party = Patlent | Relation *
Felak || [ReleTan || (Roriils | INPATIENT, ATTENDING PHYSICIAN
0 Default | 123 Anywhere Street MADISON WI 53711

Address: None Address: 123 Anywhere Street

MADISON WI 53711

Phone: 555-555-5555

[1 Authorization received @

== Add Comment @

Disclosed by: PSR, AMB Date: 4/12/2022

x
Cancel

Purpose @ Purpose @
Physician Office
(1]
Info Released @ L JUNMR -~ Discharge Instruction
[!] = Add

~ Authorization received @
P Hide Comment
Comment

o] e @3+ & 2 = |[100%

Type your comments here @

Disclosed by. PSR, AMB Date: 4/12/2022 5 *x
@ Accept Cancel

You can add Quick Disclosure as a favorite and add to the activity toolbar by clicking the .
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Tracking Patient Information

Clinical Staff Tracking of Printouts/Faxes

To see if the fax has been successful, the clinical staff will need to view their Printout Tracking.

1. Search for that activity from the Storyboard search field, type “print” to completion match and Jump to

Printout Tracking.

print| |

Search the Chart
| print

Jump to
Print Patient Labsls

Printout Tracking
My Printouts

I A

Printout Tracking
. Date
Filters & Clear Filters
From Date From Time o312z
03131722
To Date To Time 03/31/22
03/31/22
Status
03/31722
Workstation 02102722
02/02722
User

3 Refresh

Time

03:39 PM

03:39 PM

03:30 PM

03:23 PM

03:23 PM

04:13 PM

04:13 PM

Status

Failed - Output..

Completed

Completed

Failed - Output..

Completed
Completed

Completed

Workstation

ECFSERVICE

EPIC SUPPORT

EPIC SUPPORT

ECFSERVICE

EPIC SUPPORT

EPIC SUPPORT

EPIC SUPPORT

Printer

Print Job (Scena

IHS-RIGHTFAX-N HIM ROI Release

TST-NULL

TST-NULL

HIM ROI Release

EpicCare Latter..

IHS-RIGHTFAX-N HIM ROI Release

TST-NULL

TST-NULL

TST-NULL

HIM ROI Release
EpicCare Letter

EpicCare Letter

Comment

ROI Faxing for R..
ROl Save Select...
Print Communic. ..

ROl Faxing for R..

ROI Save Select

Print Communic.

Print Communic.

P UV IV T A 2P A Y NP AP AV N N Y A N A N A N A N A A A A N A Y A Y Y A Y N Y N N N N N N Y

@ X

Printer Class Destination Type
Server
EMRP/HIM SAV... Server
CM Snapshot Server
Server
EMRP/HIM SAV .. Server
CM Snapshot Server

CM Snapshot Server

Clerical Staff Tracking using Patient Disclosure Report

1. To run the Patient Disclosure Report, go to chart search and type in, “Patient Disclosure Report”.

[E Fyperspace - DLP1T3 - UPH TST - MHM HEALTH INFO MGMT - TST Envronment (hiaepicapt]_TSTAPP1) - DANIEL P,

NEIRER RN |5 Test Stacey "Stace™

ST ;: Chart Review

P Encounters-ROI Notes  Suigedes  Labs

Cbmimss Tamk "Clmmn®

cies [§ Coding Info. [3) Releases

[ HMReports - (R)identity Manager [ MediaManages O MyReports F§Record Viewer

ToRIL Aftnbuted Pronder

HilAdmin. » ByWorkqueues

Mico Imaging Procedures/Studies CV/ECG  OtherOrders Meds  Episodes  Letters

Referals Media  ExtRecords

2. CosignNotes &34 - Letter Queve 1317 ~ = a X
»@ & B CetHelp & Print - 8l Launchpad: 3 Tip Sheets - BelogOut - [§

€ Snapshot Chart Review  patient Symmary  Order Inquiry Specimen inquiry  Review Flowsheets Resulls Review  Allergies History Problem List Demographics Letters identity Manager

Pat Sum Extracts ~ Encounters

Q

Q Search the Chart
Patient Disclosure Report

% Jump to

{ Patient Disclosure Report i
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2. To select the report you want, you will choose Patient Disclosure Report, enter name of patient to look
up and click Run.

-
i
Available ;-m;w% Criteria  Display Appearance Summary Print Layout Toolbar OQverride General
= : .
b (New) [} Find Disclosures @
D) GCJ Patient Disclosure R Find Criteria
ID Patient Disclosw:jsReport l
D) UPH MHM Quick Disclos Patient Bos |
b
Patienmt 1
[ 1 Test, Stacey I
\ rd

Criterion Logic m t

Date released ¥

=

Exists

Release status ¥y @@

Not equal to Canceled

Is internal provider message? ¥ @

No i
Report Logic m B] Show search summary

I “'FU'[SIR Save R SayeAs I Restore X Close |

3. A warning will appear asking if you want to Save the report setting. Click Don’t Save.

Report Settings X

! The report has been changed. Do you want to save it?

+ Save Don't Save Cancel

4. A Quick Dlsclosure was ran on this patient previously and it dlsplayed as shown in the * report below.

=2 Cos gNI

HIM Dlsclosures [9765928] as of Tue 10/6/2020 4 22 PM NS
¥ Eiters O Options - | [ Qpen

7%/C|  SelectAn

Test, Stacey “Stace” 92002278 POINT OF CARE  Patient 61198543 UPH Quick Radiology 1000672020 John Test
Representative closure Images/Reports
Request
Test, Stacey "Stace” 92002278 CARE Treatment 61197991 Care Continuity of Care Document Care Everywhere CDA 08/112020  UnityPoint Health POC Des Moines 1A 50309
< >
| B - | B Release rep R
Quick Disclosure #61198543
[ Release D History
ent: Test, Stacey “stace” MAN: 92002278
lete d by: Daniel J Pietrangelo Date sent: 10/6/2020
Patient Representative Request ste requested: 10/6/2020

Informatic
- Radiology images/Reports

# Authorization
Authorization received.

® Recipient

sme: John Test (Brother)
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5.

If you double click on a specific patient, you can see all the details in the Quick Disclosure window.

- —— —

[[E T oerpece - DLPTT3 - UPHITST - MM FEALTFT INFO MIGMIT - T5T Emvironment (wacpicoptl TSTAPPT) - DANTELP. TERL0N Attrbuted Pronder | H2 . Cosign Notes I 3¢ - Letter Queue I 1317 -
tation i Chart Central |u] Chart Desk. [T] Deficiencies [ Coding Info s [F] HIMReports - [&]identity Manager [ MediaManager © MyReports #Record Viewer | HiMAdmin - EgWorkqueues »@ & BGetHelp &
D2 [5 | % | @ |1 | Test stacey stace™

I Test, Stacey "Stace™

i €« SnapShot  Chart Review  Patient Summary  Order Inquiry Specimen Inquiry  Review Flowsheets Results Review Allergies History Problem List Demographics Letters Identity Manager | Quick Disclosure x| [
ST &%
S Quick Disclosure
& C
B B Released by PIETRANGELO, DANIEL J 225 101612020
Stacey Test "Stace'
Female, 31 y.0. 4/11/1989 Purpese: Patient Representative Requi Info released: Radiology Images/Reports
MRN: 92002278
Preferred Language: English
Code: Prior (no ACP docs) Released to = Thedan) [ Gars peciides
Relationship: Brother Name: John Test
None
Allergies: Sulfa Antibiotics Addvess ¥
PCP: Sharma B Testsarkar, MD
Assigned RN: None Authorization received? Ye N
Handoff: None es 'Y
Coverage: Blue Cross/Wellmark... Caingns N — i = o
Y% |[Anal B IUSA-DBS@+ B¢ 8
Unit and Room: None > IUsA-8% = Sics
No active principal problem
HE: 1.524 m (5) >365 days
Last Wt: 54.4 kg (120 Ib)  Accept| | X Cancel
>365 days

You also have an option form chart search to type in, “List Disclosures”. This will list any
disclosures put in by the logged user

E Hyperspace - DLP113 - UPH TST - MHM HEALTH INFO MGMT - TST Environment (hiaepicapt1_TSTAPP1) - DANIEL P. Ei’ :I Attributed Provider &2 Cosign Notes &34 - Letter Queue 41317 ~
Epic e Identity Manager [ MediaManager £ My Repo ecordViewer. | HIMAdmin. - EjWorkqueues
DS ]m | %88 ] rest stacey Stace”
——
5 € Snapshot Chart Review  Patient Summary  Order Inquiry Specimen Inquiry Review Flowsheets Results Review  Allergies History Problem List Demographics Letters Identity Manager Quick Disclosure | List Disclosures el fid
ST ©6
T =
| List Disclosures @ x
=
= o All disclosures by Daniel J Pietrangelo for Test, Stacey "Stace™
Stacey Test "Stace
Date Patient Name MRN Purpose Info Released Released To
Female, 31y.0. 4/11/1989 |
MRN: 92002278 10/06/2020 Test, Stacey "Stace” 92002278 Patient Representative Request Radiology Images/Reports. John Test # Edit
Preferred Language: English
Code: Prior (no ACP docs)
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© 2020 Epic Systems Corporation. This material may contain confidential and copyrighted information of Epic Systems Corporation. Confidential. All screen shots are
from UPH testing environments and do not include any real patient data. All rights reserved. PROPRIETARY INFORMATION - This item and its contents may not be
accessed, used, modified, reproduced, performed, displayed, distributed or disclosed unless and only to the extent expressly authorized by an agreement with Epic.
This item is a Commercial Item, as that term is defined at 48 C.F.R. Sec. 2.101. It contains trade secrets and commercial information that are confidential, privileged
and exempt from disclosure under the Freedom of Information Act and prohibited from disclosure under the Trade Secrets Act. After Visit Summary, Analyst, App
Orchard, ASAP, Beaker, BedTime, Bones, Break-the-Glass, Caboodle, Cadence, Canto, Care Everywhere, Charge Router, Chronicles, Clarity, Cogito ergo sum,
Cohort, Colleague, Community Connect, Cupid, Epic, EpicCare, EpicCare Link, Epicenter, Epic Earth, EpicLink, EpicWeb, Good Better Best, Grand Central, Haiku,
Happy Together, Healthy People, Healthy Planet, Hyperspace, Identity, IntraConnect, Kaleidoscope, Limerick, Lucy, MyChart, Op Time, OutReach, Patients Like Mine,
Phoenix, Powered by Epic, Prelude, Radar, RedAlert, Resolute, Revenue Guardian, Rover, SmartForms, Sonnet, Stork, Tapestry, Trove, Welcome, Willow, Wisdom,
and With the Patient at the Heart are registered trademarks, trademarks or service marks of Epic Systems Corporation in the United States of America and/or other
countries. Other company, product and service names referenced herein may be trademarks or service marks of their respective owners. U.S. and international
patents issued and pending.

This guide is based on Epic Nov 2020.
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